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Embedded TechCon:  
Practical and hands-on
By Rich Nass, Embedded Brand Director rnass@opensystemsmedia.com

I’m afraid it happens far too often – you’re instructed to tackle 
a particular design or add a new feature to an existing design, 
and you don’t even know where to begin. Some of the points 
may be obvious, like Googling the subject and then contacting 
the vendors in the space, but there’s got to be a better way. 
Wouldn’t it be great if you could get the hands-on training you 
need, right from the subject matter expert? Even better, what 
if that expert gave you a piece of hardware and some code that 
put you on the right path?

That scenario is exactly what you’ll find at the inaugural 
Embedded TechCon, which takes place at the Moscone Center 
in San Francisco, Ca., on June 8-10, 2015. The conference is 
co-located with the Design Automation Conference (DAC). 
Embedded TechCon consists of a series of hands-on, practical 
classes that will provide you with the knowledge and informa-
tion that you need to immediately impact your current project 
(and your career!).

For example, the first 50 registrants to attend the “Bring up 
an RTOS” class will receive a free Renesas Demonstration 
Kit for RX63N (valued at $100) and a one-month free access 
to the µC/Probe visual tool (valued at $50). Presented by 
Jean Labrosse, Founder/President/CEO of Micrium, this two-
hour, hands-on workshop will show you how easy it is to get a 
real-time multitasking application up and running.

Are you designing a platform that may end up in the auto-
motive sector? Because wireless car connectivity, or V2X, 
presents compelling capabilities for next-generation auto-
mobiles, including improved collision avoidance, autono-
mous operation, predictive maintenance and lower total cost 
of ownership, improved driver and passenger experiences, 
and more. David Kleidermacher, Chief Security Officer for 
BlackBerry, will dive into this topic in detail. Not to scare 
you, but security researchers have demonstrated that attack 
vectors across these extravehicular networks pose a clear 
and present danger to the same safety and productivity func-
tions they seek to foster. As they say, “don’t let this happen 
to you.”

In the hands-on class “Rethinking Embedded Linux,” you will 
learn how to adapt some workstation-tested strategies for the 
embedded space. Bill Gatliff, who’s been training embedded 
developers for decades, will teach attendees how a lightly-
modified, Debian-based Embedded Linux operating system 
can help keep you focused on your application development 
while it takes care of things like file system bootstrapping, con-
figuration management, system state and event management, 
developer workflow, and maintenance upgrades. The bottom 
line is, stop wasting time rebuilding your embedded Linux files 
system from source code.

Did you need to add Bluetooth connectivity? Embedded 
TechCon has you covered. One of the industry leaders, Anaren, 
will provide you with a Bluetooth Smart development kit and 
the instruction required to get your project out the door.

FPGAs are a very popular embedded architecture. That’s stating 
the obvious. But they can be intimidating to some. Hence, we’ve 
put together a class of best practices that’ll walk you from ini-
tial concept through the design tradeoffs. Specially, our expert 
instructors will point out the common design challenges, risks, 
and pain points, showing their impacts and how to manage each 
condition. And we can ensure that your design will stand the 
test of time by projecting design obsolescence, staying ahead 
of device and tool obsolescence issues, and the things you need 
to consider when migrating from family to family or tool to tool. 

Obviously, there’s too much to cover here, but we’ve got 
just about every aspect of embedded development covered 
at Embedded TechCon. And remember, you’ll leave with 
knowledge, hardware, and software: hands-on and prac-
tical, not theoretical.

Register:  
opsy.st/EmbeddedTechConRegistration

For more on classes, speakers, and giveaways 
visit embeddedtechcon.com

http://embeddedtechcon.com/
https://dac.com/
http://opsy.st/EmbeddedTechConRegistration
http://www.embeddedtechcon.com


Day 1 – Monday, June 8 Room

9:00-10:00
DAC Keynote Address: Google Smart Lens: IC design and beyond,  
with Brian Otis, Co-founder of the Google Smart Lens project

Gateway 
Ballroom

10:15-11:15 The Intel IoT Platform, taught by Kevin Williams and Victor Webb, Solutions Architects, Intel 307

11:30-12:30
Remote management, configuration, and diagnostics of embedded systems and devices, 
taught by Matthias Huber, Vice President, ADLINK

307

2:00-3:00
How to secure the Industrial Internet of Things,  
taught by Alan Grau, President/Co-founder, Icon Labs

307

3:15-5:30 Rethinking Embedded Linux, taught by Bill Gatliff, Expert Consultant 307

Day 2 – Tuesday, June 9 Room

9:00-10:00
DAC Keynote Address: The critical role of design automation in automotive electronics, with 
Jeffrey Owens, Chief Technology Officer for Delphi Automotive

Gateway 
Ballroom

10:15-11:15
Use Buetooth Smart to control your embedded device with a mobile device,  
taught by Vijay Parmar, Business Development Manager, Anaren

307

10:15-11:15
Synchronizing mechatronic systems in real-time using FPGAs and Industrial Ethernet, taught by 
Sari Germanos, Ethernet Powerlink Standardization Group

308

11:30-12:30

Panel Session: Identify and secure your IoT weak links, moderated by Patrick Mannion,  
Founder/Managing Director, ClariTek

Panelists: David Kleidermacher, BlackBerry; Skip Ashton, Silicon Laboratories; Gary Davis, McAfee; 
and Dr. Jakob Engblom, Wind River

307

11:30-12:30
Connecting your IoT devices to the infrastructure, taught by Philippe Chevalier, Director, 
Technology Platforms, Kontron

308

2:00-3:00
Understanding and dealing with security in the automotive sector, taught by David Kleidermacher, 
Senior Vice President, Head of Product Security, BlackBerry

307

2:00-3:00 Build vs. buy when it comes to IoT platforms, taught by Stefan Milnor, Technical Fellow, Kontron 308

3:15-5:30 Hands-on Lab: Bring up an RTOS, taught by Jean Labrosse, Founder, President, CEO, Micrium 307

3:15-5:30
Best practices for efficient and effective FPGA design, taught by RC Cofer, Field Applications 
Engineer, Avnet

308

Day 3  – Wednesday, June 10 Room

9:00-10:00
Keynote Address: Cyber threats to connected cars: Staying safe requires more than following the 
rules of the road, with Jeff Massimilla, Chief Product Cybersecurity Officer, GM, and Craig Smith, 
OpenGarages.org

Gateway 
Ballroom

10:15-11:15
Making continuous integration a reality using simulation, taught by Dr. Jakob Engblom, Product 
Line Manager, Wind River

307

10:15-11:15
Making sense of sensors for IoT applications, taught by Prem Kumar, VP, Technology Platforms, 
Kontron

308

11:30-12:30
Finding low-level security vulnerabilities with static analysis, taught by Paul Anderson, VP of 
Engineering, GrammaTech

307

11:30-12:30
How to keep your IoT platform secure, taught by Eric Sivertson, EVP, Head of Avionics, Trans., and 
Defense BU, Kontron

308

2:00-3:00
A survey of performance, memory, and power optimization techniques for embedded  
system software, taught by Rob Oshana, Director of Global Software R&D and Enablement,  
Freescale Semiconductor

307

2:00-3:00
Developing IPs and Subsystems for automotive infotainment and ADAS applications,  
taught by Charles Qi, System Solutions Architect, Cadence

308

3:15-5:30
The era of machines that see: Opportunities and challenges in embedded vision,  
taught by Jeff Bier, President, BDTI

307

ScheduleTechCon
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•  Includes integrated 3-axis accelerometer/gyro sensors 

•  Provides 100% 3D coverage in tunnels and park houses 

•  Based on u-blox M8 concurrent multi-GNSS technology

•  Supports GPS, GLONASS, BeiDou, & QZSS; Galileo ready

•  Works regardless of mounting orientation

Ideal for all telematics and road vehicle applications        

NEO-M8L
All-in-one 3D Dead 
Reckoning module

www.u-blox.com
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Driving cars and  
their wireless 
communication forward

By Rory Dear, Technical Contributor rdear@opensystemsmedia.com

The self-driving movement is gaining 
traction in the UK due to relaxed regula-
tions, and so is the wireless technology 
that is behind this revolution.

Whilst the self-driving vehicle move-
ment picks up speed in many places, 
the pace of implementation of this 
exciting revolution in the U.S. is ham-
pered by strangling regulation and red 
tape. Laws governing the opening up 
of roads in the U.S. to self-drive testing 
are determined at state rather than fed-
eral level, so a patchwork of ambiguous 
and contradictory rules exist either 
side of state lines. The public natu-
rally remains nervous in handing over 
control of their steering wheels to a 
“computer,” and necessary long-dis-
tance testing is restricted by the state 
of U.S. regulations. 

Conversely, the UK has taken the oppo-
site approach. By this I do not mean 
any regulation at all as the automobile 
industry will always be life critical; our 
Department of Transport puts it beauti-
fully, “The aim is to achieve a light-touch, 
non-regulatory approach which provides 
the clarity industry needs to invest in 
further research and development while 
maintaining safety”. Major car manufac-
turers invested in self-driving are now 
flocking to our shores and new players 
are getting in on the scene like Google, 
or even Apple.

With Embedded World 2015 a recent 
memory, this got me thinking about how 
the wireless protocols on show fit within 
the vehicular space, in fact some new 
protocols are even designed exclusively 
for this upcoming metamorphosis of our 
daily vehicles.

Intra-vehicle
The need for intra-vehicle (in-vehicle) 
communication is born primarily from the 
expense and complexity of the current 
wiring loom – in a typical car this equates 
to around 5 miles of wiring! For vehicle 
manufacturers, specifying, purchasing 
and installing this vast array of copper 
massively impacts build times and, of 
course, cost. For car owners that have 
had suspected issues with their vehicle’s 
wiring loom, they’ll also know this com-
plexity corresponds to titanic repair bills!

Tomorrow’s vehicles will do away with 
this predominantly CAN bus driven 
wiring loom, abolishing the “fly-by-wire” 
system popularized by aircraft and once 
the height of technology with a “fly-by-
wireless” – a term I hoped I’d just coined 
but it transpires not...

Protocols you’re probably already 
familiar with are fighting for implementa-
tion within this sub-application, including 
IEEE 802.15.1 (Bluetooth), IEEE 802.15.4 
(ZigBee), and IEEE 802.15.3 (UWB) – 
with varying ranges, bandwidths, and 
associated costs. As the land lies today 
UWB stands most cost-effective at 
$1 per chip, with ZigBee and Bluetooth 
at $2 and $5 respectively.

This would suggest that UWB is being 
deployed en-masse, but actually it 
appears Bluetooth, as the proven tech-
nology with voice and data transfer 
capability, will be the first to appear. 
Expect to see hybrid systems with local-
ized wired clusters first emerge. There 
are also some fundamental concerns 
relating to wireless interference that 
must be satisfied before this is truly 
implemented – when controlling vehicle 

functions this is inherently more safety 
critical than the following two categories.

Inter-vehicle (V2V)
Scenarios benefiting from V2V communi-
cation range from peer-to-peer arrange-
ment of safe distances in motorway 
convoys to warning vehicles of a road 
traffic collision up ahead. Today V2V com-
munication is restricted to warning lamps 
of potential danger, but tomorrow’s self-
driving vehicles must also take action.

A seamless combination of Wi-Fi 
(802.11P/AC), DSRC, and LTE are likely 
to be combined to produce the reli-
ability and information integrity that is 
required to trust onboard computers to 
prevent collisions in fast moving traffic.

Naturally given the opportunity for a 
malicious party to cause such catas-
trophe by injecting rogue data, it’s 
critical that a combination of protocols, 
rather than purely the vehicles own P2P 
mesh, provide that redundancy to cross 
reference reported information – and all 
in fractions of a second else it’s too late!

Vehicle to infrastructure (V2I)
Whilst vehicles’ satellite navigation sys-
tems are increasingly supporting 3G/
LTE access to provide traffic informa-
tion, the connected infrastructure revolu-
tion connecting vehicle to roadside will 
increase bandwidths substantially using 
the 63 GHz band, enabling passengers 
in self-driven vehicles to work remotely, 
browse the web and video conference 
whilst on the move even in heavy traffic. 
The bottleneck of stopping for toll booths 
will also become a thing of the past with 
V2I allowing that transaction electroni-
cally at motorway cruising speed.  

TRACKING TRENDS 
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Five keys to  
securing the  
IIoT data pipe

By Brandon Lewis, Assistant Managing Editor blewis@opensystemsmedia.com

Industry is realizing the missed opportunities that have resulted 
from squandered connections between machine data and ana-
lytics in those conventional configurations, and have begun 
pushing for designs that leverage the Internet and the cloud 
more heavily. Obviously, opening these networks to the broader 
Internet comes with inherent security risks, and further compli-
cates the ongoing tradeoff developers must make between per-
formance, reliability, and security.

In response, companies are turning to the data distribution 
service (DDS), a middleware standard governed by the Object 
Management Group (OMG) that provides a scalable, secure 
data pipe for Industrial Internet systems. While the DDS stan-
dard itself was originally developed by Real-Time Innovations 
(RTI) and Thales Group in 2001 and approved by the OMG 
in 2003, vendors of the middleware recently realized the need 
for more comprehensive definitions of the security model and 
service plugin interface (SPI) architecture in the standard, and 
subsequently began work on the DDS Security Specification 
(DDS-SECURITY) in 2014. After successfully demonstrating 
interoperability of DDS-SECURITY at OMG meetings last 
month, David Barnett, VP of Products and Markets at RTI, 
agreed to walk me through the five key tenets of the spec.

1. Authentication – In the DDS-SECURITY spec, authentica-
tion is used to verify that every device or user participating 
in a distributed system is who he, she, or it attests to be. 
The DDS Authentication SPI provides faculties for per-
forming mutual authentication between participants so that 
“shared secrets” can be established, and sets the table for 
Access Control.

2. Access Control – Access Control may be the most critical 
security component of Industrial Internet/IIoT systems, as 
it defines who can publish or subscribe to a certain type 
of data or metadata across a DDS network. DDS provides 
very fine-grained access control, and includes a “discovery” 
feature that enables applications to be written in such a way 
that when new sensors are added to a network they can 
automatically be identified without any additional coding 
required. The Access Control SPI also gives developers 
control over the kinds of data/metadata those applications 
have visibility into, which combined with discovery is key to 
building and deploying scalable distributed networks.

3. Cryptographic – The Cryptographic SPI, in other words 
encryption, ensures that data moving across DDS net-
works in private. However, unlike typical forms of encryp-
tion, the elegance of cryptography in DDS is that it allows 
developers to choose what data needs to be encrypted 
and what doesn’t. The ability to select only certain data 
for encryption is important for the resource and band-
width constraints of industrial systems and networks. For 
those messages that are not encrypted, the DDS Security 
Specification also includes provisions for secure digital 
signatures so that senders can be authenticated without 
the overhead of encryption itself, which helps protect 
systems that may be vulnerable to spoofing or man-in-
the-middle attacks.

4. Logging – Logging supports auditing of all security-related 
events on a distributed network. This gives administra-
tors the ability to monitor any attempts to break into the 
system, including instances when the content of a message 
doesn’t match its signature, usually an evidence of a man-
in-the-middle attack.

5. Tagging – Finally, tagging is a feature that allows devel-
opers to inject metadata into a message that designates 
the content’s security level. As an extension of access 
control, this makes it possible for sensor data from a 
wind turbine, for example, to be classified by “confiden-
tial” or “unrestricted” so that the appropriate data can 
be made available only to specific participants in large 
distributed networks.

RTI provides these DDS-SECURITY SPIs in their out-of-the-
box Connext product that uses standard algorithms for 
encryption and public key infrastructure (PKI) for authenti-
cation, and also implements a plug-in approach for organi-
zations that already have already policies and practices in 
place, or that need to meet the certification requirements 
of a particular industry. The flexibility of the DDS domain-
specific modeling paradigm is one of the elements of the 
middleware that set it apart from other low-level messaging 
standards such as MQTT and CoAP, and a major enabler of 
the five keys to a secure IIoT data pipe. 

OMG members expect to approve the DDS-SECURITY specifi-
cation by the end of the year.  

 IoT INSIDER
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Autonomous driving:  
In research  
and on the road
By Monique DeVoe, Managing Editor mdevoe@opensystemsmedia.com

The automotive industry is inching closer and closer to getting 
autonomous driving on the road. There have been impressive 
demonstrations, such as Delphi’s Roadrunner car that completed 
a 3,400-mile autonomous test-drive in April, and Tesla Motors 
will soon have autonomous driving features in cars that are actu-
ally out on the road today. It's becoming clearer that these types 
of autonomous driving models are where cars are heading.

A team of researchers at the University of Waterloo (uwa-
terloo.ca) in Ontario, Canada led by Steve Waslander, Assistant 
Professor, Department of Mechanical and Mechatronics 
Engineering, and Michael Worry, CEO and Founder at elec-
tronic product design and manufacturing company Nuvation 
Engineering (www.nuvation.com) are three years into a four-
year partnership of working on autonomous vehicle devel-
opment. Funding from the Canadian federal and provincial 
government levels allows for five faculty and five or six students 
working at the same time on different autonomous driving proj-
ects.  Through this partnership, Nuvation and the University of 
Waterloo bring together the perspectives of what’s possible in 
function and what’s viable in business.

“Steve and his team work on what I call the string theory of 
autonomous driving – how do we figure out a design that 
can handle every situation regardless of weather or condi-
tions that come up on the road or anything else?” Worry says. 
“Whereas myself, as an entrepreneur and a capitalist, I look at 
it from a perspective of what’s the minimum viable product? 
What can be done here that can be carved off that can cover 
enough situations that it’s a product that someone will pay 
money for? And somewhere in between those two perspec-
tives represents this project work that we do.”

Instead of focusing on building features already in OEMs’ pipe-
lines, Waslander says they’re working on what can be available 
in vehicles in a few years. 

“We’re looking at the collaborative driving future where we have 
multiple autonomous vehicles communicating with each other,” 
Waslander says. “We’re trying to simultaneously exploit the fact 
that they can share information and they can autonomously 
make decisions and sense things around them.”

The research is split into four topic areas – two focus on 
multi-vehicle coordination and two focus on perception sys-
tems, like those seen in the Google autonomous cars and 
the Mercedes Benz prototypes. Autonomous platooning 
involves teams of vehicles coordinating on the highway 
telling each other how fast they want to go, which lanes they 
want to travel in, how far they want to get along the highway, 
and they work together to maximize efficiency and driver 
comfort. Evasive maneuvers or emergency maneuvering is 
the other part of multi-vehicle coordination that allows the 
platoon on the highway to rapidly communicate emergency 
situations through the chain of vehicles behind them and 
take appropriate actions, such as slamming on the brakes, 
switching lanes, or moving off to the shoulder. One percep-
tion topic involves generalizing vision-based algorithms 
for lane detection to be used in every condition a vehicle 
might encounter, such as intersection detection, merging 
lane detection, and any other markings on the road. The 
cars need to figure out how to get from the entry point of 
the intersection to the correct lane when exiting the inter-
section. Starting this year the team is researching using 
computer vision and stereo vision in particular to do robust 
tracking of other vehicles, pedestrians, and bicycles in all 
sorts of weather systems. 

Those projects Waslander’s team are working on make up 
the research sphere, where researchers are able to dem-
onstrate a feature can be done. Worry is concerned with 
the production sphere, where companies can demonstrate 
they’re willing to sell the feature and guarantee it’ll work. 
There’s still a huge divide between the two and a lot of work 
left to do, but Waslander and Worry are working to solve 
those challenges.   

Steven Waslander, Michael Worry, and I talked further about 
the various challenges researchers and production are facing 
now and will face in the future, as well as some applications of 
autonomous driving that are closer to real-world deployment. 
Read more at opsy.st/UWaterlooNuvation.

RESEARCH REVIEW

www.embedded-computing.com 9   

http://uwaterloo.ca
http://uwaterloo.ca
http://www.nuvation.com
http://opsy.st/UWaterlooNuvation
http://www.embedded-computing.com


DIY meets  
autonomous driving
By Monique DeVoe, Managing Editor mdevoe@opensystemsmedia.com

When you get a team of professional engineers in a group doing 
projects for fun, you can get some pretty awesome making going 
on. Michael Worry at Nuvation Engineering (www.nuvation.com) 
clued me in on a pretty unique DIY project in the realm of autono-
mous driving.

After-hours at Nuvation, engineers take on exciting projects for 
fun at a program called Nuvation Garage.

“During the day we do engineering because we’re paid for it 
and after-hours we do engineering for the love of the game,” 
Worry says.

One Nuvation Garage project they dubbed “DiscoFish.” It’s 
a 65-foot long, 38,000-pound “mobile dance party” vehicle in 
the shape of an anglerfish that the Nuvation team takes to the 
art festival and experimental community event Burning Man 
in the Black Rock Desert in northern Nevada. Other features 
include a pro audio sound system, 3,000 individually address-
able light-up LED scales, a dance stage, a 20-foot flamethrower, 
and an 11 kW searchlight visible from four miles away.

“We have office parties on it, and we have a lot of fun with it,” 
Worry says (I think this is an understatement).

What’s more, it’s an autonomous vehicle. 

“One of the things we wanted to do very early on was to use 
it as a platform in order to advance autonomous research, 
because I really wanted to be able to have a beer and have an 
art car at Burning Man,” Worry says. If you aren’t familiar with 
Burning Man art cars, do a Google image search and you’ll find 
some other near large-scale maker projects – it’s better to see 
them than to read about them.

Worry leveraged Steve Waslander, Assistant Professor, 
Department of Mechanical and Mechatronics Engineering at the 
University of Waterloo, with whom Nuvation has partnered for 
research and development of collaborative autonomous vehicle 
systems, to develop DiscoFish’s autonomous driving capabilities.

It has an Ubuntu Linux computer running Robot Operating 
System (ROS), motors on the gas, brake, and steering wheel of 
the vehicle, LIDAR in front and a GPS unit on the roof. These 
systems are hooked up to two screens accessible to the driver; 
one displays the forward-looking LIDAR data being used for 

obstacle avoidance, and one shows the GPS-managed way-
point route that DiscoFish is following. “You can reach above 
your head and tap on the screen, ‘I want to go here, here, and 
here’ and click ‘GO’ and the vehicle starts turning and peels off 
and follows the route,” Worry says. “It’s super fun!”

The environment at Burning Man includes thousands of people 
moving about on foot and on bicycles, plus other art cars. It 
provides excellent examples of some of the more challenging 
and unpredictable conditions in which an autonomous vehicle 
may need to maneuver. Worry says it’s taught them a lot about 
how people might use autonomous driving capabilities.

“I found there were times where I wanted to manually control 
the gas and brake while keeping the steering autonomous so 
DiscoFish would keep following the pre-programmed route,” 
Worry says. “There were other times where I could see a mild 
obstacle that I wanted to steer around, but I wanted it to not 
fall out of its navigation, so I would briefly take it out of autono-
mous steering and nudge around an obstacle, then let it con-
tinue on its way. So we started to discover all these different use 
cases that were really interesting.”

It’s not your usual maker project, but it sounds very cool to play 
with and at the same time it’s advancing research in the exciting 
area of autonomous driving. Keep on making with a purpose, 
Nuvation Garage!   

See DiscoFish in action (opsy.st/DiscoFishInAction) and 
more technical details about the system’s design (opsy.st/
DiscoFishTechSpecs).

Nuvation Garage’s DiscoFish. Image courtesy of  
Nuvation Engineering. All rights reserved. 
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Multichip package 
memory enabling next-
generation Internet of Things 
connectivity in automotive
By James Malatesta

The Internet of Things (IoT) has created new requirements for memory in space- and resource-constrained 

applications that are adding connectivity where little to none existed before. In particular, the advent of the 

IoT is driving the use of multichip package (MCP) memory solutions in verticals such as automotive, where 

the ability to stack non-volatile memory (NVM) and volatile memory (RAM) into a single package is helping 

reduce footprint, lower ball count, improve performance, and ease design implementation for a range of 

applications in the connected car.

With the development of Internet of 
Things (IoT) from industrial to consumer 
and the resulting explosion of new 
embedded devices, multichip packages 
(MCPs) are rapidly evolving to meet the 
needs of this market. Defined as the 
ability of machines to connect together 
and communicate through various wire-
less protocols and the Internet, the IoT 
drives a multitude of usage applications 
such as home security, wearables, smart 
metering, automotive infotainment, and 
other space-constrained applications 
where MCPs are well aligned.

Initially introduced and optimized at 
the dawn of the cellular phone era, 
MCPs offer many advantages com-
pared to external individual memory 
types. Memory MCPs stack non-volatile 
memory (NVM) (which delivers boot-
up/application, operating system, and 
other critical code/data execution) and 
volatile memory (RAM) (which serves 
as high-speed temporary memory) 
together in one package (Figure 1). In 
addition to reducing area footprint, 

providing a lower ball count and 
increasing performance and density, 
MCPs ease design considerations by 
offloading the embedded memory of 
a microcontroller (MCU) using industry 
standard JEDEC interfaces and memory 
types. All of these criteria are driving 
the adoption of MCPs in IoT applica-
tions such as automotive infotainment 
and active safety systems, which we will 
examine in more detail.

Automotive memory 
requirements
IoT is now reaching into automobiles, 
with the integration of smartphone-like 
functionality that enables users to stream 
music, make restaurant reservations, 
and purchase movie tickets all from the 
comfort of the driver’s seat. As a result, 
in-vehicle memory requirements are also 
beginning to grow, with a large contrib-
utor to memory growth in the connected 

ADAS, ECUs, Driverless Car Technology
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Multichip packages integrate non-volatile memory (NVM) and volatile memory (RAM) in a single 
package that reduces area footprint and ball count while increasing performance and density.Figure 1
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car being the communications modules contained in infotain-
ment systems that allow users to be connected at all times, even 
when on the go.

However, driving high temperature and quality standards in 
today’s memory solutions is key. Connected car applications 
require specific memory solutions due to the stringent quality, 
reliability, and operating temperature requirements of the 
automotive market, as the safety-critical nature of these sys-
tems leaves minimal margin for error. The automotive market’s 
unique set of feature requirements include:

 õ Zero defect approach – Targeting no failures over the 
product lifecycle 

 õ Continuous improvement process – Persistent focus on 
improving the overall quality of products, including legacy 
products

 õ Automotive-grade selection – Strict selection criteria 
in fabrication, assembly, and test to ensure the highest 
quality product

 õ Long lifecycle – 10 to 15 year product availability and 
support

 õ Burn-in flow – Simulating the first year of product life to 
improve overall quality, which statistically is when marginal 
products fail

 õ Automotive certification of fab and assembly sites –  

Fab and assembly certification to ISO/TS 16949 

 õ AEC-Q100 – A failure mechanism-based stress test 
qualification for integrated circuits

Automotive documentation such as:

 õ Production part approval process (PPAP) documentation – 
Additional documentation stating where die is fabricated, 
parts are assembled, and testing is conducted so there is a 
formal return merchandise authorization (RMA) trail 

 õ 8D failure mode and effects analysis (FMEA) support – 
In-depth support with guaranteed timelines and clear 
steps for improvement

In addition to meeting these requirements, from a system 
designer’s perspective, the IoT implementation in automotive 
applications necessitates unique memory configurations with 
the right mixture of density, power, size, performance, temper-
ature, reliability, cost, and support. With the ability to support 
the increasing memory needs of applications such as in-vehicle 
infotainment and active safety systems with more memory den-
sity, MCPs are able to fill the gap of using two discrete compo-
nents while greatly reducing area. 

MCPs in the connected car
To meet the memory density and small size needs of next-gener-
ation automotive applications, automakers are using MCPs with 
proven process nodes and design stability. 

Infotainment
Infotainment systems have expanded to include managing and 
playing audio and video content, utilizing navigation for driving; 
delivering rear-seat entertainment such as movies, games, social 
networking, etc.; listening to incoming and sending outgoing 
SMS text messages; making phone calls; and accessing Internet-
enabled or smartphone-enabled content such as traffic condi-
tions, sports scores, and weather forecasts. Future systems look 
to make infotainment systems the center point of the vehicle 
with additional features like 3D maps. 

These infotainment systems need a connection to the 
Internet, which is provided by 2.5G, 3G, and 4G connectivity 
modules that are located in a space-constrained area of the 
automobile, with small, thin modules that are sometimes the 
size of a postage stamp. NAND MCPs utilize densities ranging 
from 1 Gb to 8 Gb to meet the different memory requirements 
of the various infotainment systems. In particular, SLC NAND 
Flash provides better data retention and program/erase (P/E) 
cycles over temperature as compared with other forms of 
NAND Flash to enable NAND MCPs that meet the needs of 
very harsh reliability and temperature environments. 

Active safety and driver assistance
Another fast growing automotive sub-segment is advanced 
driver assistance systems (ADAS). These systems are moving 
from detection-only, backup sonar beeping to providing assis-
tance to the driver that helps keep vehicle occupants safe. As 

SILICOn ADAS, ECUs, Driverless Car Technology
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the complexity of these systems grows so do the memory requirements, which is further 
complicated by ADAS modules (like the connectivity modules) having to fit into space-
constrained areas of the vehicle. 

In order for the electronics in the car to keep up with the functionality being added 
to ADAS for tasks such as collision avoidance, lane detection, obstruction recogni-
tion, and other critical functions, manufactures are looking to MCP memory solutions 
that meet the needs of these systems. For critically fast response time, many existing 
sensor modules that employ high-performance and high-density LPDDR1 are moving 
to more centralized NOR + LPDDR2/LPDDR4 solutions as complexity, intelligence, and 
density requirements increase. Traditional parallel NOR MCPs utilize densities ranging 
from 32 Mb to 512 Mb + PSRAM (pseudo SRAM) or LPDDR1, while also offering 
high-performance synchronous burst mode to deliver fast boot up/application, oper-
ating system, and other critical code/data execution through an execute-in-place (XiP) 
system design that allows burst read speeds from 133 MBps to 266 MBps. 

The other memory within MCPs is LPDRAM (Figure 2). LPDRAM in MCPs utilizes densi-
ties ranging from 512 Mb to 8 Gb on the LPDDR1 and LPDDR2 side in order to boost 
the LPDRAM performance in MCPs from 800 MBps for x16 bus width LPDDR1 clocked 
at 200 MHz to more than 4 GBps for the faster x32 bus width LPDDR2 clocked at 533 MHz. 
All of this performance is packed into the MCP with high-frequency signal integrity using 
the traditional multibus interface MCP design.

A bright outlook for MCPs
While MCPs have been below the radar for some time and mainly used for cellular 
phones, their evolution in features and functionality has set the stage for many new 
IoT applications within the embedded market, especially in the automotive industry. 
Micron’s automotive MCP offerings, available in several densities of NAND+LPDDR or 
NOR+RAM, meet the low defects per million (DPM) and longevity requirements of the 
automotive industry without altering board or module requirements. 

While existing MCP memory solutions already meet the demands of tomorrow’s auto-
motive memory subsystems, they continue to increase in performance and density while 
reducing size and power consumption per bit to pave the way for not only next-genera-
tion infotainment and ADAS requirements, but also vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) automotive systems. There’s little need to design new technologies 
or enable complete ecosystems that satisfy IoT and automotive memory requirements 
because they exist now and are moving fast down the evolutionary highway. MCPs place 
system designers in the fast lane with easy-to-integrate solutions for applications such 
as state-of-the-art ADAS and infotainment systems that require high-performance and 
high-density memory in a small package.

With over 20 years in the electronics industry, James Malatesta has held technical 
and marketing positions at Intel, Numonyx, and Micron. His primary focus has been 
application engineering, new technology enabling, and product/technical marketing 
within the memory technology segment.

Micron Technology, Inc. 
 www.micron.com  @MicronTech  opsy.st/MicronFB 
 linkedin.com/company/micron-technology     plus.google.com/explore/Micron
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Auto industry highlights: 
Innovation in green, 
smart, and safe
By Curt Schwaderer, Editorial Director cschwaderer@opensystemsmedia.com

The auto’s journey to smarten up can be seen in the vision, challenges, 

and solutions of advanced driver assistance systems (ADAS).

Advancements in the auto industry are 
always a popular topic of conversation. 
From fuel efficiency to infotainment, 
cars are seen as transportation, enter-
tainment, and status symbols all over 
the world. Embedded technologies are 
driving key initiatives in the industry:

 õ Green – Environmentally friendly 
and fuel efficient

 õ Smart – Greater visibility, alters 
using sensor, actuator, and camera 
technologies

 õ Safe – Collision safety features to 
reduce injury and road fatalities

Focusing on the “smart” initiative, 
advanced driver assistance systems 
(ADAS) are expected to advance from 
assisted driving today to highly auto-
mated driving in 2020 to autonomous 
driving by the year 2025 (Figure 1). 
If this vision is realized, in ten short 
years, autonomous driving will be a 
reality – though Tesla claims it’ll have 
autonomous driving in its cars by 
summer 2015!

ADAS are the stepping stones toward 
autonomous driving. An interconnected 
network of cameras, video analysis, sen-
sors, and global positioning systems 
provide the building blocks upon which 
the auto of the future will be built.

Automotive standards
The European New Car Assessment 
Programme (Euro NCAP) is a driving 
force in the assessment and advance-
ment of these key initiatives in the auto 
industry. Euro NCAP performs crash 
tests as well as test protocols for vali-
dating active safety systems through 
simulation. These test simulations 
are used to assess the five-star rating 
system assigned to various makes  
and models.

Environmental regulations are 
becoming tougher and higher safety 
standards are being applied. In order to 
address these challenges, auto devel-
opers and their suppliers need access 
to the right embedded tools and simu-
lation environments in order to achieve 
the desired ratings.

Automotive Infotainment, Telematics
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Simulation to real-world test
I got the opportunity to talk with 
Mahendra Muli, Director of Marketing 
and New Business Development at 
dSPACE, about Euro NCAP and the chal-
lenges involved with the testing required 
to ensure functional safety.

Mahendra describes ADAS and active 
safety systems development as a pipe-
lined process shown in Figure 2.

Open-loop testing provides an environ-
ment where engine controller unit (ECU) 
algorithms can be developed and vali-
dated within a realistic context. Closed 
loop simulation is used in the early 
development stages to provide a higher 
quality production candidate. Simulation 
should also be able to occur in real-time 
or faster than real-time.

These models can then be used to 
perform early integration testing. 
Integration tests can be run with virtual 
ECUs at this point and the tests can be 
prepared and validated for use within 
the hardware-in-the-loop (HIL) testing.

Once the software-in-the-loop (SIL) 
testing is complete, the same tools, 
models, layouts, and tests can be uti-
lized within the HIL testing. At this point 
the ECU tests can also be automated.

The process and simulation environment 
provides for testing of actuators, radar 
sensors, and camera sensors involved 
in things like lane departure warning, 
emergency braking, and pedestrian 
detection. Mahenda cited test cases 
dSPACE has been involved in using 
their ControlDesk, MotionDesk, and 
AutomationDesk simulation environ-
ment suite for testing lane departure 
warning (LDW) systems and autonomous 
emergency braking (AEB).

Euro NCAP test scenarios
The Euro NCAP test scenarios for 
autonomous emergency braking 
involve approaching a stationary 
target in city and urban environ-
ments, approaching a slower target, 
and approaching a braking target. 
Each scenario involves a vehicle speed 
between 50-80 km/h with distance to 
target calculations and operation that 
provides controlled braking to elimi-
nate or minimize impact.

There are also similar test scenarios 
for AEB involving pedestrian or vul-
nerable road users (VRU) like bicycles 
or motorcycles. Mahendra mentioned 
that these test scenarios are not final-
ized and may be subject to change by 
Euro NCAP. Mahendra mentioned that 
the dSPACE simulation environment 
provides a library with Euro NCAP 
test scenarios that allow the user to 
execute the tests and generate score 
results. The same test framework can 
be used for model, software, and hard-
ware testing.

Improving vehicle safety and 
functionality
ADAS and active safety systems are 
gaining importance and new challenges 
are emerging to ensure functional safety 
of these systems. Virtual test drives and 
early simulation and testing are becoming 
a critical factor in providing better mod-
eling, higher quality algorithms, and faster 
development of advanced driver assis-
tance systems for the automobile.   

Reference
Mahendra Muli, Active Safety Symposium 2014, 
Automated Testing of Active Safety Systems 
According to Euro NCAP Test Methods.
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The car as a sensor:  
Crowd sensing and 
cooperative learning for 
automated driving
By Dr. Michael Reichel

Today’s driver assistance systems support drivers in a variety of driving conditions, from hazardous to 

monotonous. In manageable traffic conditions, such as a freeway traffic jam, some systems are already 

capable of assuming control of the vehicle. However, their point of view is restricted to the vehicle’s 

direct environment. This view is too limited for the advanced driver assistance that will be required for 

autonomous driving. Additional details, including information about geographical, topological, weather, 

and road conditions, will be necessary. These can be provided in the form of real-time infrastructure 

information in combination with digital map data from vehicles. Information will be gathered from 

sensor data, as well as from the cloud.

As we move toward automated driving, it will be increas-
ingly necessary to share real-time infrastructure information 
and digital map data with other road users, in addition to 
using it within an individual vehicle. The shared data will 
supplement classic map data and provide drivers with a 
comprehensive picture of the road network. 

Automated driving will also necessitate high data preci-
sion, as well as information about relevance and validity. 
Conventional navigation systems – which are not cloud con-
nected and only updated occasionally when the vehicle goes 
in for a service – cannot deliver this.  

Crowd sensing
In the future, therefore, it will be critical for data from dif-
ferent traffic participants to be bundled (distributed per-
ception and mapping). Sensor data won’t just be collected 
for individual vehicles, but will also be made available to 
all road users. Vehicles will communicate with each other 
and exchange data with other vehicles in their immediate 

environment. Vehicle data will also be stored and evalu-
ated in the cloud for purposes such as map optimiza-
tion when a section of road is surveyed. Many drivers are 
already participants in this process of indirect data col-
lection because they make data available via their smart-
phones. One example of this is data on traffic jams used 
for traffic reports. 

The quality of the information gained from the cloud depends, 
among other things, on the volume of data. The more vehicles 
providing information, the more precisely the environment 
can be mapped. Traffic sign recognition is a good example 
of this. Even the latest navigation systems don’t have infor-
mation on speed limits for all roads. They usually only have 
this information available for main roads. They are also unable 
to provide information on recently implemented changes to 
speed limits. This information gap can be closed by a road 
sign recognition function in the front camera. However, the 
net recognition rate isn’t ideal. And in poor weather and bad 
lighting conditions, it is even lower. 

Automotive Infotainment, Telematics
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On the other hand, if a fleet of several 
hundred thousand vehicles regularly 
sends its data to a central cloud reposi-
tory for evaluation, the net recognition 
rate improves vastly. This is called “crowd 
sensing,” and the sheer volume of data 
provides a far more precise and up-to-
date picture than any map provider’s spe-
cial survey vehicles. In addition to traffic 
sign data, information about the route 
that is relevant for transmission and drive 
strategies will be necessary for hybrid and 
electric vehicles, and cars with a proactive 
chassis will need data on road conditions 
such as slickness or iciness. For all types 
of vehicles, additional information about 
curves, lanes, and traffic routing will be 
necessary (Figure 1). 

Map information must be supplemented 
by metadata so that the vehicle can 
check the data’s validity. For example, 
today’s maps don’t include the age of 
the data or an aging model (i.e., they 
don’t provide information about how 
old data can be to be classified as reli-
able). All this information is necessary for 
autonomous vehicles because different 
features of a map age at a different rate. 
For example, data on black ice sensed 
by the vehicle won’t be valid after sev-
eral hours or even minutes. In contrast, 
information about a tunnel will probably 
still be valid even after several years.

From the vehicle to the cloud 
A modern, well-equipped vehicle gen-
erates several gigabytes of sensor data 

every minute. Not all of this data can 
be transferred due to limited network 
capacity, so the volume of data has to 
be reduced. To achieve this, the sensor 
data is initially compared with the vehi-
cle’s existing map data in the cloud. 
For example, in the case of traffic sign 

recognition, the system checks whether 
the sign has an identical counterpart in 
the map material. If it doesn’t, the infor-
mation is uploaded to the cloud. 

Even if there is a data match, it might still 
make sense to upload the information so 
that the map material can be validated. 
The decision on whether to transfer the 
data or not depends on the aging model, 
the objective being to transfer as little 
data as possible and as much as necessary. 

Once the relevant data is in the cloud 
repository it has to be preprocessed, 
grouped, sorted, and interpreted. In the 
preprocessing stage, obviously incor-
rect features are discarded. Then, the 
information on individual map features 
is grouped. When 100 vehicles provide 
information on a specific road sign, there 
will initially be 100 data records that 
will deviate slightly as to the sign’s pre-
cise location or the perceived maximum 
speed limit. Data mining is then used to 
establish whether the 100 data records 
all relate to exactly the same sign, where 
the sign is located, and what kind of a 
sign it is (Figure 2). Then a calculation is 
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Many vehicles have sensors that record data on speed, incline, curves and other information 
that is stored in the cloud. This information is used to supplement map material, thereby 
providing a more comprehensive picture of the worldwide road network.

Figure 1
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performed to see whether the feature can 
be assigned to existing map data. After 
that, the system interprets the data to 
establish whether the sign is new or not, 
and whether the aging model has to be 
adapted. This can happen, for instance, 
with variable message road signs. 

From the cloud to the ECU
When the information in the cloud has 
been analyzed, it has to be transferred 
back to the vehicle. Various protocols 
are necessary for the transfer process. 
When incremental updates are made 
over relatively long time intervals, the 
Navigation Data Standard (NDS) format 
is used[1]. There are also several pro-
prietary formats, as well as the OpenLR 
Standard for shorter interval updates[2].  

Data dissemination is modularized on 
different levels to separate fast-changing 
information from rarely updated informa-
tion. This reduces bandwidth require-
ments during data transfer and simplifies 
the update process. At the same time, it 

ensures that the in-vehicle systems always 
have the latest information available. 
Combining this information with meta-
data for relevance also makes it possible 
to assess data reliability.  

The information from the cloud is first 
integrated into the navigation system’s 
map material. Then it is transferred to 
the relevant ECUs so that the assistance 
functions can use it via a protocol such 
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Several vehicles record and transfer data to the cloud about a specific road sign. These data 
records, which vary in terms of exact location and perceived maximum speed limit, are then 
analyzed by data mining. The objective is to update or verify existing sign information and to 
possibly include new road signs in the map material.

Figure 2

http://www.nds-association.org/
http://www.openlr.org/
http://www.openlr.org/


as Advanced Driver Assistance Systems 
Interface Specifications (ADASIS).  
Anticipatory driving systems, such as the 
Elektrobit electronic horizon solution, use 
an ADASIS Reconstructor to receive the 
data sent by the ADASIS Provider (within 
the navigation system), and then sort it 
correctly into the ECU’s data structure 
(Figure 3). The ADASIS protocol ensures 
that the components interact properly.

Authenticity and data 
protection
The technical function of crowd sensing 
must comply with data protection leg-
islation. To this end, the sensor data 
from vehicles is initially reduced and 
compressed, and then it is typically ano-
nymized, signed, and encrypted before 
being transferred to the cloud.

Anonymity protects the drivers’ privacy. 
After the anonymization process, it is nec-
essary to ensure that consecutive infor-
mation of the same type can be assigned 
to a sender in the cloud. For example, if 
the system receives the message “vehicle 
stationary” several times within a short 
period of time, it has to know whether 
the information relates to one or several 
vehicles. If it is sent by several vehicles, it 
can be assumed that they are in a traffic 
jam. The vehicle’s identity is irrelevant, as 
is the fact that different information types 
relate to one vehicle. 

However, there are some exceptions. 
For example, if the vehicle sends a tech-
nical defect message, it needs to be 
identified correctly by its manufacturer. 
So, with all information, it is necessary 
to find a balance between anonymity 
and identification. The data is signed 
so that its authenticity and credibility 
can be assessed and verified. It is also 
encrypted for secure transmission with 
standard encryption methods, such as 
symmetric and asymmetric encryption. 

Self-learning systems 
Many vehicle manufacturers already store 
sensor data in the cloud. However, they 
are still having problems using it efficiently. 
Their analyses tend to focus on specific 
functions and are performed manually. In 
the future, the data to be collected and 
evaluated will become increasingly com-
plex. In order to exploit the potential of 
sensors, it will be necessary to increase 
the degree of automation along the data 
processing chain. Suitable systems will 
cover the entire process, from data mining 
and evaluation to data transfer and use. 
The vehicle manufacturers will retain own-
ership of the data at all times. 

We are still in the very early stages of 
vehicle sensor data use. Growth in the 
number of driver assistance functions in 
the mid- and lower-price segment vehicles 
will cause the volume of analyzable data 
to increase over the next few years. The 
technologies described allow data from 
the cloud to be used for both comfort and 
safety functions. Crowd-sensing informa-
tion will provide a precise picture of the 
road network, which will be indispensable 
as the basis for automated driving. 
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Analyzed data is integrated in the navigation’s map material and made available for driver 
assistance features via a transceiver mechanism (provider/reconstructor).Figure 3
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ADAS:  
On the road to  
widespread 
adoption
By Tina Jeffrey

Advanced driver assistance systems 
(ADAS) come in many shapes and 
forms but they share a common goal: 
to aid the driver and prevent accidents. 
Examples include systems that perform 
road sign recognition, blind spot moni-
toring, driver monitoring, pedestrian 
detection, forward collision warnings, 
lane departure warnings, adaptive 
front lighting, parking assistance, and 
autonomous emergency braking. Until 
recently, ADAS systems were, because 
of their high costs, found mainly in 
luxury vehicles, putting their benefits 

beyond the reach of many drivers. They 
are now poised to become mainstream, 
however, thanks to government calls for 
vehicle safety standards, technology 
advances that make ADAS solutions 
more useful and cost-effective, and 
growing consumer interest in cars that 
can avoid crashes.

Regulatory bodies are beginning to man-
date the deployment of ADAS systems, 
much as they mandated seatbelts and air-
bags in the 20th century. For example, in 
an effort to reduce back-over accidents, 

the U.S. National Highway Transportation 
Safety Authority (NHTSA) has decreed 
that, by May 2018, all new vehicles 
under 10,000 pounds must have a rear-
view camera. NHTSA is also assessing 
the safety benefits of autonomous emer-
gency braking, vehicle-to-vehicle (V2V) 
communications, and other technologies.  

Meanwhile, a number of countries, 
including the U.S., have implemented 
government-regulated New Car 
Assessment Programs (NCAPs), which 
evaluate the crashworthiness of new 
vehicles. The Euro NCAP, for example, 
offers an advanced rewards program 
for ADAS systems that have been sci-
entifically proven to provide a safety 
benefit to consumers. Case in point: the 
“Collision Prevention Assist” system in 
the 2014 Mercedes-Benz V-Class van, 
which received a five-star safety rating 
from the Euro NCAP. The system com-
bines radar-based forward-collision 
warnings with adaptive brake assist, 
which applies the optimum braking 
force to avoid or mitigate a forward col-
lision while also ensuring that vehicles 
behind have a chance to stop safely.
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Safety system penetration up to 2015
• Passive safety systems
• Discrete or closed ADAS systems
• High costs
• Safety standards
• Government regulations

Safety system penetration beyond 2015
• Flexible ADAS systems built from ecosystem   
   components
• Lower costs
• Sophisticated sensor fusion technology
• Ongoing evolution of standards and regulations

Airbags Back-up cameras Full ADAS

Safety systems have evolved from passive designs that protect occupants once a crash has occurred to active systems that can control steering, braking, and 
engine throttle to prevent or reduce the severity of a crash.Figure 1

http://www.euroncap.com/en/results/mercedes-benz/v-class/7875


Active safety
As the automotive industry continues 
on the path to autonomous driving, 
systems that offer “passive” assistance 
by alerting drivers to potential danger, 
such as a motorcycle in the vehicle’s 
blind spot, have evolved into “active” 
safety systems (Figure 1). These typi-
cally discrete systems can control 
steering, braking, or engine throttle, 
using input from radar or camera sen-
sors. Next-generation active systems 
now in development will be much more 
effective at preventing crashes. They 
will integrate multiple heterogeneous 
networked sensors and use sophisti-
cated decision-making algorithms to 
interpret the state of the vehicle and 
its surroundings more accurately. The 
systems will use new, purpose-built 
ADAS SoCs that provide support for 
the multiple sensor technologies. The 
wide availability of these deep-submi-
cron SoCs, built by companies such as 
Freescale, Intel, NVIDIA, Renesas, and 
Texas Instruments, will spur system 
designers to replace discrete, single-
function ADAS systems implemented 
on low-end microcontrollers with 
smarter, consolidated multi-sensor 
systems that can handle high data 
throughput in real time.

The new SoCs can manage a large 
amount of data from multiple streams, 
including vision, infrared, LiDAR, 
ultrasonic, and radar (long, medium, 
and short-range), allowing the ADAS 
system to achieve highly accurate 
detection and recognition of pedes-
trians, vehicles, and other objects 
(Figure 2). These SoCs often incorpo-
rate multiple CPU cores, digital signal 
processors, general-purpose graphics 
processing units (GPGPUs), or vision 
acceleration engines, along with mul-
tiple camera inputs and display out-
puts. The SoCs will offer automakers 
increased flexibility and control over 
how their ADAS systems are designed, 
enabling commercially attractive and 
differentiated solutions. Rather than 
adopt a shrink-wrapped hardware/
software system as many do today, 
automakers will have the freedom to 
leverage a full ecosystem of ADAS 
suppliers, with best-of-breed technolo-
gies making their way to the forefront 
– much the same way that infotainment 
systems evolved. 

Sensor fusion
ADAS systems must function under a 
variety of weather and lighting con-
ditions. A vision-based system, for 
example, should have the intelligence 
to detect a poor visibility condition, such 
as snow, heavy fog, or sunlight shining 
directly into the lens. The system could 
then disable itself and warn the driver 
that it is non-operational, or, better yet, 

prioritize complementary sensor data, 
such as radar for forward-collision detec-
tion, that isn’t affected by inclement 
weather. Another example is an ultra-
sonic parking sensor that becomes 
prone to false positives when encrusted 
with mud. In that case, the system 
could disregard ultrasonic sensor data 
and use short-range radar or camera 
data instead. By combining the results 
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Sensor 1: lane departure
and roadside detection

Sensor 3: surround view
and blind spot detection

Sensor 4: speed

Sensor 5: collision avoidance

Central unit: combine
sensor data and generate
applicable warnings or
perform needed actions

Sensor 2:
backup camera

Speaker:
audio warning

ADAS systems combine data from different sensors to interpret the vehicle’s surroundings and 
perform ac-tions or provide warnings that help avoid collisions.Figure 2
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of different sensors or different sensor 
technologies through sensor fusion, 
system designers can create a more 
effective solution than by using a single 
technology in isolation.

As systems become more integrated 
and present more data to the driver, 
they can potentially cause driver infor-
mation overload. This overload could 
in turn result in a high cognitive work-
load, reducing situational awareness and 
mitigating the effectiveness of ADAS. 
System designers must therefore devise 
easy-to-use systems that make use of 
the most appropriate modalities (visual, 
manual, tactile, aural, haptic) for the task 
at hand. To ensure an optimal user expe-
rience, designers must also establish a 
clear specification of the driver-vehicle 
interface to ensure the correct balance 
of user and system requirements.

Testing and validating ADAS systems is, 
arguably, one of the greatest challenges 
automakers face. Prior to deploying a 

commercial ADAS system, the develop-
ment team must amass hundreds, if not 
thousands, of scenarios for testing in a 
regression test database, in an effort to 
test all scenarios. The ultimate goal is to 
achieve 100 percent accuracy and zero 
false positives under all possible condi-
tions, regardless of traffic, weather, or 
number of obstacles or pedestrians in 
the scene. But how can the team be sure 
that the test database comprises all test 
cases? The reality is they cannot – which 
is why suppliers spend years testing 
and validating systems, and performing 
extensive field trials in various geogra-
phies prior to commercial deployment.

A matter of compliance
Compliance with multiple safety-related 
standards has become a minimum 
requirement for ADAS systems. It allows 
an automaker and its suppliers to demon-
strate that they use consistent, auditable 
processes in their product development 
and manufacturing, and in their risk 
assessment of hazardous operational 

scenarios. For example, compliance 
with ISO 26262, an automotive adapta-
tion of the IEC 61508 functional safety 
standard, demonstrates that a system is 
designed, implemented, and maintained 
to meet its automotive safety integrity 
level (ASIL), which can range from level 
A (representing the lowest degree of 
hazard) to D (representing the highest). 
The system manufacturer determines 
the ASIL according to the severity, prob-
ability, and controllability of the risks 
involved in the system.

Unlike IEC 61508, ISO 26262 doesn’t 
declare precise values for accept-
able probabilities of failure. Rather, it 
assesses risks in a qualitative fashion 
and defines safety measures to avoid, 
control, or mitigate the effects of sys-
tematic or random failures of the overall 
system. The standard covers all parts of 
the automotive supply chain, including 
the SoCs, operating systems, middle-
ware components, and algorithms 
developed by Tier 2 suppliers; the 
hardware and software developed by 
Tier 1 suppliers; and the final systems 
built by OEMs. 

Safety certification of ADAS systems can 
be a long and arduous process. Using 
pre-certified components can make 
system-level certification much easier 
and contribute to a greater level of safety. 
The QNX OS for Automotive Safety, 
for example, has been pre-certified for 
use in ADAS systems that comply with 
ISO 26262, up to ASIL D. This certifica-
tion makes the OS suitable for a wide 
variety of ADAS systems, from PRNDL 
displays to pedestrian avoidance systems.

Besides ISO 26262, ADAS systems 
may need to comply with additional 
criteria dictated by the Tier 1 supplier 
or automaker. On the software side, 
these criteria may include AUTOSAR 
(a standardized automotive software 
architecture for electronic control units), 
OpenCL (a software framework that 
simplifies parallel computing tasks), or 
MISRA (vehicle-based software develop-
ment guidelines for the C and C++ lan-
guages). On the hardware side, ADAS 
systems need to pass AEC Q100 quali-
fication, which involves reliability testing 
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of automotive-grade integrated circuits 
(ICs) at various temperature grades. ICs 
must function reliably over temperature 
ranges that span from -40 °C to +150 °C, 
depending on the system.

Stretching the model 
While legislation, industry standards, and 
technology advancements are all helping 
the ADAS market reach economies of 
scale, each of these factors must con-
tinue to evolve to address the demands 
of a changing industry. For example, the 
emergence of SoCs with multiple ARM 
cores, GPUs, or vision acceleration cores 
may stretch the traditional AUTOSAR 
software model beyond its current 
capabilities. Ensuring optimal inter-core 
communication and shared-resource uti-
lization in a multicore environment is a 
complex problem to solve. Add to that 
the requirements imposed by ISO 26262, 
and a complete overhaul of AUTOSAR 
or perhaps even a new generation of OS 
with established inter-process communi-
cation for processes running on different 
cores may be required. 

Before ADAS systems can become as 
commonplace as the steering wheel, the 
industry must also address other chal-
lenges, including a lack of interoperability 
specifications for radar, laser, and video 
data in the car network. For audio/video 
data alone, automakers use multiple com-
munication standards, including Ethernet 
AVB, LVDS, and MOST. Consequently, 
ADAS systems must support a multitude 
of interfaces to ensure widespread adop-
tion. They may also need additional inter-
faces for V2V and vehicle-to-infrastructure 
(V2I) data. The industry needs working 
models that will enable complemen-
tary, redundant sensors to work in con-
cert and thereby increase the efficacy of 
ADAS solutions.

The road to adoption
ADAS systems are commercially avail-
able today and next-generation sys-
tems promise great technological 
advancements. Consumer demand is 
high and the road to widespread adop-
tion is being paved. In fact, Visiongain 
forecasts that the global ADAS market 

will experience double-digit growth 
between 2014 and 2024, from a baseline 
estimate of $18.2 billion[1]. Some hurdles 
to bringing next-generation ADAS sys-
tems to mainstream vehicles remain, but 
given the remarkable strides made over 
the last few years and the burgeoning 
ADAS ecosystem, the industry can and 
will overcome these challenges. 
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Safety Certification for Automotive

How design and verification 
technologies can ensure 
functional safety of 
automotive SoCs
By Adam Sherer

Functional safety is critical for the automotive systems-on-chip (SoCs) that are the technology backbone for 

advanced driver assistance systems (ADAS), infotainment equipment, and other in-car systems. However, 

meeting the various safety standards can be time-consuming and labor-intensive, involving voluminous 

amounts of data that changes as the standards evolve. 

Following certain methodologies can 
make it more efficient for designers 
to ensure an automotive system will 
behave as anticipated, even if some-
thing unplanned or unexpected occurs. 
A set of design and verification tech-
nologies that automate fault injection 
and result analysis for intellectual prop-
erty (IP), SoC, and system designs can 
reduce automotive ISO 26262 compli-
ance efforts by up to 50 percent. 

What does functional safety 
involve?
Functional safety is the concept that 
a system will remain dependable and 
function as intended even in the face 
of an unplanned or unexpected occur-
rence. If a system is functionally safe, 
then it is assumed that the system is 
able to avoid unacceptable risk of phys-
ical injury or damage. 

There are two foundational require-
ments of a functionally safe system:

 õ Redundancy provides multiple 
processing paths that limit the risk 
that any one error will disrupt the 
system

 õ Checkers monitor the systems and 
trigger error response and recovery 
features when needed

As SoCs move into smaller process 
nodes they become more susceptible 
to errors. For example, phenomena 
including radiation sources, magnetic 
fields, and internal wear can all be dis-
ruptive to an advanced-node SoC. To 
assure that an SoC is functionally safe, a 
designer would typically need to estab-
lish a functional verification environment 
where errors (faults) could be injected 
into the system. Redundant logic would 
vote on the correct data to eliminate 
errors and maintain continuous opera-
tion. Checkers would monitor the 
erroneous data within specified time 
periods and apply error corrections. 

Meeting the ISO 26262 safety 
standard
ISO 26262 addresses the functional 
safety of electrical and electronic 
systems installed in series produc-
tion passenger cars. An adaptation of 
IEC 61508, ISO 26262 affects all systems 
with software- or hardware-based elec-
trical, electronic, or electromechanical 

components. The standard covers many 
aspects of safety-related automotive 
software production, including the 
qualification of tools used in the devel-
opment process.

Complying with the safety integrity 
level outlined in ISO 26262 involves 
collecting and analyzing a volumi-
nous amount of data. By voluminous, 
we’re talking about potentially tens of 
person-years in the development cycle 
for an automotive product line. 

With competitive and time-to-market 
pressures, designers can’t afford to 
spend years addressing functional 
safety. Yet, for the sake of the end cus-
tomers, corners can’t be cut. However, 
there are some methodologies that can 
make it more efficient to comply with 
functional safety standards. 

Classifying faults to set ASIL
The safety verification process involves 
classifying faults into the safe, dan-
gerous, and dangerous-detected cat-
egories; codifying this classification 
into the safety plan; and executing 
a verification program to determine 
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the ratio of dangerous-undetected 
to dangerous faults. The result of this 
sets the Automotive Safety Integrity 
Level (ASIL). 

In many ways, functional safety verifi-
cation mirrors functional verification. 
Typically, in a functional verification 
methodology, the design under test 
(DUT) is held as a control while a wide 
range of stimulus is applied. In a typical 
safety verification methodology, the 
stimulus is controlled to a few typical 
sequences while a wide range of faults 
are applied to the DUT. 

What’s challenging about safety verifica-
tion is that the DUT logic can’t actually be 
changed – changing this logic would inval-
idate the concept of verifying faults in the 
actual design. This kind of change would 
also invalidate the ISO 26262-required 
tool confidence level (TCL) assessment 
of the verification tools used. Given these 
scenarios, safety verification must share 
both testbench and DUT code and the 
flow must execute concurrently with the 
functional verification flow.

The set of monitoring points for the fault 
detection circuits provide the starting 
point for safety verification. These points 
are strobed during the actual design 
execution, so the same effect must be 

modeled in safety verification. A small 
set of functional test sequences stimu-
late the DUT during safety verification. 
Once this environment is established, 
the design nodes must be automatically 
discovered and then collapsed to create 
a fault dictionary for safety verification. 

The safety verification methodology 
then iterates over the fault dictionary, 
injecting permanent and single event 
upset (SEU) faults. Through this process, 
a detection condition for each fault is 
reported. Faults that are reported as 
undetected or potentially detected 
require additional debug before they can 
be classified, as they may be dangerous. 

Including safety verification in 
a functional verification flow
For a small design, it could be feasible 
to run safety verification using sampled 
input for the testbench and then ana-
lyze the results manually. However, with 
more complex systems, it makes sense 
to integrate safety verification as part of 
the functional verification flow. With this 
approach, designers can use sophisti-
cated testbenches to control the fault 
injection and support the debug process. 
For similar reasons, it also makes sense 
to use the same simulator for both pro-
cesses. Doing so would eliminate the effi-
ciency loss that results from debugging 

result differences that occur when a mod-
ified DUT or different simulation engine 
are used. 

A safety simulation process could involve 
as many as hundreds of thousands or 
even millions of temporal faults. That’s 
why automated regression verification, 
as established by metric-driven verifica-
tion, can increase the efficiency of iden-
tifying the undetected and potentially 
detected fault simulations as well as 
automatically aggregate the safe faults 
from the unsafe faults. By applying this 
approach, safety verification efforts can 
be reduced by up to 50 percent. 

An end-to-end functional safety solu-
tion that reduces the automotive 
ISO 26262 compliance effort is available 
based on the Cadence Incisive func-
tional verification platform. It includes 
the Incisive Functional Safety Simulator 
and a functional safety regression capa-
bility in the Incisive vManager solution. 
Figure 1 shows a screenshot of the 
Incisive vManager solution, which can 
help highlight potential and undetected 
fault runs for debugging. Overall, the 
functional safety solution automates 
fault injection and result analysis for IP, 
SoC, and system designs. For safety 
requirements tracing, it integrates per-
manent and transient fault simulation. 
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Metric-driven verification can provide a comprehensive functional safety regression analysis.Figure 1
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The Incisive Functional Safety 
Simulator simulates the unaltered 
DUT. Faults are injected during 
simulation and can propagate 
through SystemC, analog tran-
sistor or behavioral models, and 
assertions. Engineers can reuse 
their functional and mixed-signal 
verification environments to speed 
up the time to develop safety veri-
fication. With Incisive vManager, 
its functional safety analysis capa-
bility automatically generates a 
safety verification regression from 
the fault dictionary created by the 
simulator. The solution can then 
track millions of detected, poten-
tially detected, and undetected 
faults introduced into simulation 
to verify a design’s safety systems. 
Figure 2 shows a functional safety 
verification flow based on the 
Incisive environment.

Ensuring that an automotive SoC 
is functionally safe also gives 
drivers and passengers confidence 
in their vehicles. Integrating safety 
verification into the functional ver-
ification flow can be an effective 
way to speed up the process and 
manage the effort of complying 
with standards such as ISO 26262. 
Using functional verification and 
fault simulation technologies can 
also minimize your safety verifica-
tion effort. With these methodolo-
gies and technologies, companies 
can spend more time creating safe 
and unique automotive designs. 
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Safety Certification for Automotive

Leveraging automotive 
development standards to 
mitigate risk, part 1
By Arthur Hicken and Adam Trujillo

ISO 26262, MISRA, and other standards 
seek to normalize software development 
for automotive applications by providing 
a foundation for implementing engi-
neering concepts in software develop-
ment processes. Some organizations 
view compliance with ISO 26262 and 
other standards as an overhead-boosting 
burden, but the truth is that the cost of 
failure associated with software defects 
is much, much greater than the cost of 
ensuring quality. 

When average non-engineer consumers 
think of electronic systems in automo-
biles, they likely think of integrated 
GPS, infotainment systems, and prob-
ably some vague notion that there is a 
computer somewhere in the car con-
trolling some of the safety features. 
Of course, the reality is that modern 
cars are significantly more complex 
with software playing an increasingly 
larger role in all facets of functionality, 
including many safety-critical functions. 
In fact, cars have been leveraging elec-
tronic systems for critical functionality 
for decades, and market changes, 
such as the push toward an “Internet 
of Things,” have nudged automakers 
toward embedding a greater number 
of complex computer systems that run 
the gamut of criticality. 

The business structures and supply 
chains associated with system develop-
ment further adds to the complexity. It’s 
rare, if it happens at all, that a manu-
facturer engineers and builds every 
component and subsystem in their cars 

from the ground up, leading to poten-
tial integration issues. A transmission is 
taken from this model, a good braking 
system from that one. While they may 
have worked well in their previous 
environment, in a totally new complex 
system they may well have unintended 
and unexpected results. As a result, 
automotive software is often a complex 
hodgepodge of systems that may or 
may not have been sufficiently tested. 
Implementing components in an ad hoc 
manner without proper testing, espe-
cially in safety-critical applications, can 
be extremely costly. 

The upside, though, is that there are 
known practices for helping automakers 
mitigate the risk of failure by building 
software quality into their develop-
ment processes. In this article, we’ll 
discuss some of the issues contributing 
to automotive software complexity, as 
well as the risks associated with auto-
motive software development. We’ll 
also discuss how implementing known 
development best practices, such as 
ISO 26262, help organizations mitigate 
those risks. 

Does more code inject  
more risk?
According to some estimates, a stan-
dard mid-range car can have well over 
a hundred electronic control units (ECU) 
processing millions of lines of code 
– and this number is increasing. It’s not 
uncommon for a manufacturer to have 
several models of cars with over 100 mil-
lion lines of code. 

There is a perception that the more 
expensive the car, the more software 
is embedded – and that most of the 
software is dedicated to high-end info-
tainment components. While it’s true 
that these systems become increasing 
complex as you move up the model line, 
even introductory lines of cars use soft-
ware to control steering, brake systems, 
electrical power distribution, and so on. 
And even seemingly minor shifts in fea-
tures, such as Bluetooth, climate control, 
cruise control, etc., lead to exponential 
growth of code.

We can assume that more code trans-
lates to more complexity – and there-
fore risk – but the impact may not 
necessarily be significant. A larger 
contributor to business risk associ-
ated with automotive software is the 
integration of code developed from 
a variety of sources across multiple 
tiers. Most components, including 
ECU-based components, are subcon-
tracted to second-tier providers who 
subcontract to third-tier providers 
and so on. Each preceding tier has 
specific requirements associated with 
the component they’re developing. 
Organizations often (but not always) 
have practices in place for analyzing 
incoming code to ensure that the com-
ponents function as expected. 

But this assumes that every component 
along the supply chain is new devel-
opment. In reality, downstream tiers 
are branching off code written for a 
specific make, model, and year. The 
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mutation and reuse of code takes place 
throughout the supply chain, which 
leads to a testing problem. How does 
the manufacturer implement end-to-
end testing in such a chaotic ecosystem 
of software development? When the 
ECU in the steering wheel was origi-
nally developed for one vehicle and the 
ECU in the dashboard was developed 
for another vehicle, and neither ECU 
were designed for the vehicle their cur-
rently embedded in, what’s the impact? 
How can you ensure that the complete 
system functions as expected? It is 
entirely possible for both systems to 
pass testing as functional but be unable 
to communicate properly in all situa-
tions. What is the risk associated with 
this gap?

The cost of software quality
When organizations attempt to measure 
the cost of software development, they 
tend to look at general metrics: devel-
opment time for the engineers; testing 
time for QA; “building materials” in the 
form of acquiring tool licenses, com-
pilers, and other infrastructure compo-
nents. These are important metrics, but 
often overlooked are the costs of failure. 

If the software in the braking system 
fails, what will it cost the business in 
terms of rework, recalls, audits, litiga-
tion, and loss of stock value? What if 
there is a loss of life? We argue that the 
cost of quality is the cost of developing 
and testing the software, including all 
the normal metrics we identified plus 
the very tangible costs associated with 
a failure in the field.

Defects cost automakers a lot of money. 
NHTSA estimates that recalls and fixes 
across the industry cost automakers 
$3 billion annually. When it comes to 
the cost of software-related issues, 
a 2005 estimate from IEEE put the cost 
to manufacturers at $350 per car[1]. 
When you consider the low profit mar-
gins across a line of vehicles, it’s con-
ceivable that a serious enough software 
defect can severely hurt the business.  

The bottom line is important, but even 
more important is that people can 
become seriously injured or even die as a 

result of a software defect. And it doesn’t 
matter how far down the supply chain 
the defect may originate, defects and all 
their associated consequences become 
the responsibility of the automaker. As 
such, any cost analysis around software 
development needs to take the potential 
costs of failure into consideration. 

The current state of software 
development
We’ve argued that the complexity of 
the tiered supply chain for automotive 
software contributes to the overall risk 
associated with safety-critical systems. 
We’ve also reiterated the potential costs 
to automotive businesses. But there’s 
another dimension to this issue that 
resides in the cultural difference between 
engineering and software development.

Software development is almost never 
engineering. That is, certain concepts 
from engineering principles, such as 
repeatability, well-exercised best prac-
tices, and reliance on building standards, 
have yet to become firmly established 
in software development. Additionally, 
training for software developers can be 
inconsistent – even non-existent – and 
organizations would have to go through 
great lengths to verify that their devel-
opers possess adequate knowledge to 
build safety-critical software.  

This is in contrast to engineering in 
which the attitudes, mindsets, and his-
tory of the discipline enforce a process 
that is less prone to defects when com-
pared to software development. That 
is not to say that engineers know what 
they’re doing and software developers 
don’t. Rather, it’s to say that automotive 
engineering as a field is twice as mature 
as software development, and that the 
intangible, temporal nature of software 
perpetuates a cavalier attitude in which 
if it works, then it’s done. 

The emphasis in software development 
is around faster delivery and functional 
requirements – how quickly can we have 
this functionality? There is little incentive 
from management to implement sound 
engineering practices into the soft-
ware development lifecycle. Achieving 
functional safety in software requires 

operationalizing certain engineering 
principles:

 õ Functional safety must be proactive

 õ Processes must be controlled, 
measured, and repeatable

 õ Defects should be prevented 
through the implementation of 
standards

 õ Testing must be effective and 
deterministic

 õ Testing should be done for complex 
memory problems

The good news is that the attitudes 
around software development have 
been evolving. ISO 26262, MISRA, 
and other standards seek to normalize 
software development for automotive 
applications by providing a foundation 
for implementing engineering concepts 
in software development processes. 
Some organizations view compliance 
with ISO 26262 and other standards as 
an overhead-boosting burden without 
any direct value, but the truth is that the 
cost of failure associated with software 
defects is much, much greater than the 
cost of ensuring quality. As in electrical 
standards that specify a specific gauge 
of wire to carry a known voltage, coding 
standards can provide the guidelines 
that help avoid disaster.

Editor’s note: read part 2 at  
opsy.st/ParasoftAutoPart2.

Reference
[1] IEEE “This car runs on code” http://spectrum.ieee.org/
green-tech/advanced-cars/this-car-runs-on-code
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SPECIAL SECTION: Automotive

Auto Industry Outlook: 
Scott McCormick, President, 

Connected Vehicle Trade 
Association

With the groundwork being laid for the vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) communications infrastructure of the 

future, Scott McCormick, President of the Connected Vehicle Trade 

Association (CVTA) and advisor to U.S. Secretary of Transportation 

Anthony Foxx, gives an overview on V2X technology challenges and 

projections. Edited excerpts follow.

Q 
 What are some of the  
V2X challenges facing  
the industry right now?

The bigger issues technically are the 
security aspects. There’s a $10 million 
federal program with the automakers to 
secure and harden connected electronic 
control systems in the car, and it’s not 
just a question of a malicious threat get-
ting into one of these portals because 
the reality is that’s much less of a con-
cern than software collisions. The Boeing 
Dreamliner has 4 million lines of code; 
the latest luxury vehicles have 20 million 
lines of code. There’s no way automakers 
could possibly test for all the soft-
ware collisions. Microsoft couldn’t for 
Windows 8 – there were 100,000 known 
bugs when it was released – knowing 
that they would get fixed over time. Well, 
that’s a whole different beast if you’re 
talking about an embedded system than 
when you’re talking about what goes on 
in your laptop or your phone. 

Also, most of the major changes in 
the car are going to be electronic 

and 60 percent of people are now not 
buying a car if it doesn’t have the tech 
they want in it. So, where before the 
automakers themselves would decide on 
a common denominator that everyone 
wanted and put that in everything, like 
with satellite radio, now they’re having 
to say, “What is it that you want?” 
Somebody may want sports scores 
whereas somebody else may want stock 
quotes where somebody else may want 
their tunes. So the killer app is now 
essentially a browser to get what I want 
rather than what somebody else wants 
to give me. 

That’s a fundamental change because 
historically the quality of service is what 
drives why people buy and stay with a 
particular brand. Now the automakers 
have extended their quality of service to 
include something they have no control 
over, which is the quality of the com-
munication protocol – I’m in an urban 
canyon, does it work? I’m in the middle 
of Oklahoma and I don’t have cell service, 
what am I going to do? So all of a sudden 
you have to be more conscientious as an 
OEM or a supplier or even as an after-
market producer because people are 
going to gauge your product on things 
that you may not have control over. 

Q 
 What are your projections for  
V2X and autonomous driving  
over the next 5-10 years?

We forecast, and we’ve talked to SAE 
and they agree, 500,000 jobs coming 
up in this space in the next four years 
alone. As insurers, telecoms, and elec-
tronics entities turn their attention to 
V2X and then the automated driving 
space, we fundamentally feel that we’re 
at a tipping point, and that the changes 
in this space could be equivalent to 
the economic changes that occurred 
with the advent of broad public web 
access. It takes a long time to get to 
that point, but I think now we’re at the 
point where we’re going to start to 
see the convergence of the Internet of 
Services, the Internet of Things, con-
nectivity, and autonomy that we have 
to have to go forward.

For more on the CVTA’s history and 
objectives, V2X communications 
landscape, and how the move toward 
autonomous driving is transforming the 
principles of industry, government and 
end users alike, read the full interview 
with Scott McCormick:  
opsy.st/McCormickAutoOutlook

www.embedded-computing.com 29   

http://opsy.st/McCormickAutoOutlook
http://www.embedded-computing.com


Security and safety in 
embedded software
By Rod Cope, Chief Technology Officer, Rogue Wave Software

Automotive recalls and events such as Heartbleed and GHOST 
hit home in 2014, linking real safety and security issues to the 
phrase “it’s a software bug.” In the past ten years the number 
of data breaches in the United States has climbed and will reach 
a predicted peak of 800 instances in 2015. As companies try 
to one-up each other with continual innovation, software com-
plexity has gone far beyond our ability to find bugs effectively.

The cornerstone of embedded development is software, and 
software is where most errors are introduced. Not only has the 
volume of delivered code increased, the complexity and variety 
of architectures, platforms, and protocols has increased too. 
This pushes the number of permutations of state, behavior, 
interactions, and outputs well beyond our capabilities to test. 

Another challenge is the fact that software products are the 
result of many suppliers, vendors, open source (OS) reposito-
ries, and legacy code coming together in a mix of different 
processes, standards, and cultures. Each input offers a chance 
to introduce safety, security, or performance-related errors, and 
most integrators struggle to achieve comprehensive testing 
across all inputs. 

Some industries are just now recognizing that standards give 
valuable goals to achieve and measures of how to improve. 
Automotive companies have been using coding and safety 
standards, such as MISRA and ISO 26262, for some time now 
but they are just starting to investigate security standards. 
Adopting common, community-driven security standards such 
as OWASP, CWE, and DISA STIGs are essential for both edu-
cating development teams on what makes code secure and 
measuring how secure their code actually is.

Most companies use OS to optimize engineering costs without 
realizing the potential risks to security, technical quality, or 
licensing liability. Moreover, many companies may not even know 
where OS is used or delivered, as it’s fairly easy for any developer 
or supplier to include code without anyone knowing about it.

To address this, companies should adopt OS policies and gov-
ernance platforms that formalize the acquisition, provisioning, 
and tracking of OS code. This helps eliminate inconsistencies 
in versioning and licensing and tracks where packages are 
deployed. Organizations can also adopt OS scanning tools to 
identify where both the known and unknown packages are, to 
identify potential risks, and better inform testing activities.

The threat of hackers, data loss, and system downtimes persist 
across all industries, and with the advent of more communications 

and connections embedded systems are not as protected as 
they once were. An effective protection strategy is: don’t trust 
inputs coming into the system, place strict controls on suppliers, 
and ensure that all inputs are validated and restricted to protect 
code from malicious data and control.

Automated static code analysis (SCA) is a specific tool that 
looks for potential flaws and is adept at understanding patterns 
and behaviors in code, across multiple compilation units and 
developers, to reveal security holes such as buffer overflows, 
suspicious incoming data, and unvalidated inputs. More sophis-
ticated SCA tools can also compare code against common 
security standards, such as OWASP and CWE, to determine 
gaps in coverage or generate compliance reports.

For open source, using a governance platform that alerts teams 
to security vulnerabilities in OS packages is an effective method 
for identifying problems and preventing flaws from getting into 
the released product. 

The rapid growth in automotive complexity, connectivity, and 
the software supply chain emphasizes the importance of get-
ting security, safety, and reliability under control as soon as 
possible. Embracing techniques and adopting tools that are 
proven in other industries will help create systems that stay out 
of the headlines and deliver a solid path for future innovation.

Deliver safe, secure mission critical 
software, faster with Rogue Wave Software
• Save your developers time and your organization money by providing 

them with an instant-on open source scanning tool. No hardware to buy 
or maintain. 

• Identify where OSS code is with OpenLogic so your developers can 
use Klocwork static code analysis to find any security vulnerabilities 
in the code.

• Support your developers with their OSS use by utilizing OpenLogic 
support. Your developers will quickly get their OSS questions answered.

• Easily provide your developers with clear messages on which tools, 
policies, and processes are allowed at your organization.

• Get products to market faster, and with confidence, knowing that your 
developers have the freedom to use OSS code without the 
usual worries.

• By using OpenLogic, your organization can easily comply with OSS 
licenses and internal policies, and you’ll have the documentation to 
prove your compliance.

www.Roguewave.com
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Wind River® Automotive: 
Advanced Software Solutions to 
Enable Automotive Innovation    

Automotive Profile for VxWorks® – An AUTOSAR-Compliant, 
ISO 26262-Certifiable Platform for Automotive 

Safety-Critical Applications
• World’s #1 real-time operating system for safety- and 

security-critical applications
• Engineered in conformance with AUTOSAR for ADAS, piloted, 

and autonomous driving
•  Safety capabilities certifiable to ISO 26262 up to ASIL D
• Impenetrable security based on 

Intel® Platform Trust Technology 
(fTPM) and ARM® TrustZone®

•  (Bluetooth and Wi-Fi)

Learn more at auto.windriver.com

™

1. QGen reinforces the position of the Simulink® and Stateflow® 
environments as the preferred solutions for model-driven 
development of safety-critical control systems

2. QGen enforces a safe subset of Simulink® blocks and Stateflow® 
statecharts, with optional checks for compliance with the MISRA® 
guidelines on Simulink® feature usage

3. QGen includes a model-based static analysis tool that checks for 
the absence of run-time errors (such as overflows and division by 
zero) and logical errors (dead execution paths) and which verifies 
safety properties modeled with Simulink® assertion blocks

4. QGen supports the generation of highly optimized MISRA-C® and 
SPARK source code

5. QGen is integrated with AdaCore’s flagship tools for 
cross-compilation, processor-in-the-loop testing 
and structural coverage analysis without code 
instrumentation

6. A QGen qualification kit for ISO 26262 will 
provide a clear specification of which code is 
generated for every supported Simulink feature

RTPatch®: COTS Binary Diff (Delta) Software 
Update Tools   
• For all firmware, data and software updating, including FOTA 
• Proven safe and reliable with billions of updates applied 

since 1991 
• Typical reduction 90-99% 
• Supports any OS and hardware combination, or without OS 
• Small footprint, customization available, C source 

code included 
• From industry leader Pocket Soft, established in 1986

pocketsoft.com

DesignWare® ARC® Processors 
Deliver Performance- and Power-Efficient 
Solutions for Automotive Applications

• ARC EM Safety Enhancement Package (SEP): ASIL-D fault 
detection features in an efficient embedded processor  

• Certified ASIL-D Ready MetaWare Compiler: ISO 26262 
ready software development

• Power- and area-efficient ARC EM Processors: Sensor 
fusion and body control applications

• DSP and Floating Point options: Power-efficient signal 
processing capabilities

• ARC HS Processors: High-performance infotainment and 
connected vehicle applications

• ARC Metaware Development Tools: Complete debugging 
and real-time trace capability

www.synopsys.com/arc-automotive

Automotive Product Spotlights

For more on latest news, articles, blogs, white papers, and products  
on Automotive visit embedded-computing.com/topics/automotive
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Experience extraordinary training 
for embedded systems professionals 

at ESC Conference Series 2015!
The Embedded Systems Conference (ESC) is the industry’s largest, 

most comprehensive technical conference for embedded systems 
professionals in the U.S. ESC is excited to announce an expanded 2015 

USA Conference Series, taking place in Boston (May 6-7), Silicon 
Valley (July 20-22), and Minneapolis (November 4-5).

The ESC series continues in Silicon Valley, a leading hub for high-tech innovation 
and development; its home to many of the world’s largest high tech corporations, 
as well as thousands of high-tech startup companies. Silicon Valley boasts more 

engineers per square foot than anywhere else on earth. 

Come join us at the Santa Clara Marriot and check out some of our 
sponsors for the event:

Rohde & Schwarz | All Quallity & Service, Inc. (AQS) | AdaCore | Altium, Inc.
AMP Display | Azul Systems, Inc. | Chefree Technology Corp | Code | Data Image 

Corporation | EBS Net Inc. | EMA Design Automation | STMicroelectronics | Teledyne 
LeCroy | Toradex Inc. | WolfSSL | Embedded Works | Green Hills Software, Inc. | IEEE 
Ironwood Electronics | Lauterbach | Micro Computer Control Corp. | Pico Technology 

Rigol Technologies | Gemalto | Silex Technology America | Symmetry Electronics
 The QT Company | Trusted Computing Group

Register today at www.embeddedconf.com/silicon_valley with promo code 
OSM15SV and get 15% off an All Access Pass. The offer ends July 15, 2015.



Intelligent network interface 
controller supports MOST150
The OS81118 Intelligent Network Interface Controller (INIC) from 
Microchip provides support for the MOST150 network technology. 
MOST150 adds support for video and an Ethernet packet channel 
for transparent transport of Ethernet, making all types of IP 
communications possible while providing extended support for 
audio, video, and high-speed control data. The OS81118 INIC 
is also targeted for applications involving in-car mobility and 
Wi-Fi connectivity. This INIC includes MediaLB/I2C, USB, and 
I2S interfaces for seamlessly interfacing with the most current 
SoCs in the vehicle central processing unit (VCPU), supporting 
multimedia applications involving audio, video, and IP data, as 
well as advanced driver-assist applications such as top-view 
camera systems.

4-channel video encoder/
decoder for automotive ADAS 
applications
The Intersil TW9984 includes NTSC/PAL/SECAM video 
decoders with auto-detection that convert analog 
composite video signals to digital component YCbCr data. 
It integrates four video analog anti-aliasing filters and 
10-bit CMOS analog-to-digital converters with differential 
or single-ended inputs. The TW9984 also includes image 
enhancement techniques like IF compensation filter, CTI, 
and programmable peaking.

Intersil | www.intersil.com 
embedded-computing.com/p372642

Microchip | www.microchip.com 
embedded-compuing.com/p372641

ARM Cortex-A processor 
targets maker industry
Renesas is bringing their RZ/A1 ARM Cortex-A9 
based microprocessor to the masses by 
launching an ARM mbed IoT Device platform to 
enable faster development of high performance 
embedded systems that need interconnectivity. 
The mbed IoT platform delivers a free 
operating system and licensable software 
platform incorporating Internet protocols, 
security, and standards-based manageability. 
Target applications include home appliances, 
industrial and medical panels, and automotive 
applications.

Renesas | am.renesas.com 
embedded-computing.com/p372643

 Editor’s Choice
embedded-computing.com/editors-choice
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See you JUNE 2 - 6, 2015

www.ComputexTaipei.com.tw
Pre-register NOW!

Wearable Technology

Cloud Computing / Services

The Internet of Things

Smart Home Automation

Smart Handhelds

Embedded Technology

3D Printing

ICT Security

Stars of the show

Tel: +886-2-2725-5200 Ext. 2634

E-mail: computex@taitra.org.tw   

Fax: +886-2-2725-3501

Organizers: 

COMPUTEX TAIPEI, since its founding in 1981, has soared with ICT to become 

the hub of the industry to shape the future. This mega event is where ideas 

become products to inspire even greater advances.



Freedom From 
Support Delays and
Long Lead-times

When the success of your project is on the line, you can’t afford to waste 
time and money on poor technical support or products with long lead times. 
Call WinSystems and you’ll speak directly with an Applications Engineer in 
our Arlington, Texas facility. Our Engineers are ready to guide you through 
product selection, customization, troubleshooting, and life-long support of 
our product. WinSystems keeps products in stock so we can ship out most 
orders within 1-2 business days.

Let us put over three decades of embedded computer experience, integrity, 
and service to work for you.

Single Board Computers
          COM Express Solutions 

Power Supplies
I/O Modules

 Panel PCs

Industrial DC/DC Power Solutions
Renewable Energy, UPS, and PoE 
Fanless -40° to +85°C Operation

Small Form Factor Computers
Intel® Atom™ E3800 and i.MX6 CPUs

Fanless -40° to +85°C Operation

EPIC Single Board Computers
Rugged, Stackable Form Factor

Fanless -40° to +85°C Operation

715 Stadium Drive  I  Arlington, Texas 76011
Phone: 817-274-7553  I  Fax: 817-548-1358 
info@winsystems.com

Call 817-274-7553 or visit www.winsystems.com.
Ask about our product evaluation!

Take a peek at our NEW Website!


